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ABSTRACT

In the modern era, information serves as a primary driver of power, making information
dominance a critical form of control. Information Security Management (ISM) offers
a model designed to protect an organization's information assets, thereby minimizing
the likelihood of unauthorized access to sensitive data. Implementing robust 1SM
policies and programs can contribute to enhanced employee work ethic; conversely,
improvements in work ethic can strengthen ISM within the organization. Despite its
recognized importance, ISM has not been effectively implemented in many Iranian
governmental organizations due to various factors. This research aims to address this
gap by developing a "Structural-Interpretive Model for Information Security
Management in Iranian Governmental Organizations with an Art-Islamic Approach."

Using a grounded theory research methodology, data were collected through theoretical
and snowball sampling, achieving theoretical saturation after 17 interviews. Initial
themes were identified through open coding, from which categories were extracted.
Axial coding was then employed to link these categories within a coding paradigm,
delineating causal conditions, a core category, strategies, context, intervening
conditions, and consequences. Following the qualitative phase, a questionnaire based
on the developed model was administered to 384 managers and experts familiar with
ISM in Iranian governmental organizations. The collected responses were analyzed,
and the results largely validated the model derived from the qualitative data, leading to
specific recommendations.

Research Objectives:

1. Examine the Art and Islamic approach in organizational information security
management.

2. Investigate the framework and interpretive structure of information security in
Iranian organizations.

Research Questions:

1. How does the Art-Islamic approach influence organizational information
security management?

2. What should be the framework and interpretive structure of information
security in Iranian organizations?
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Introduction

Information constitutes a critical asset for organizations and individuals alike. Its loss
or compromise can necessitate significant time, resources, and labor to remediate,
potentially threatening an organization's operational integrity and even its existence
(Mousavi, 2015). Organizational viability is closely linked to its information systems
(Tajfar, 2014), an importance so significant that some liken them to the lifeblood of the
organization (Muscal et al., 2015). Since organizations derive resources and advantages
from their environment, a failure to protect the information security of the organization
and its stakeholders can erode its position and credibility. The human dimension and
human behavior are crucial in information security, as individuals use systems and
information and can, intentionally or unintentionally, compromise security (Salehi,
2017).

Information security management encompasses both technical and managerial
dimensions; integrating these aspects is essential for ensuring effective information
security (Young, 2014). However, some researchers argue that information security is
no longer primarily a technical issue but rather a management concern (Naderi, 2017).
The human factor has been identified as a critical vulnerability in information security
(Bhattacharya, 2011). The success of information security increasingly depends on the
effective behavior of employees and managers (Hagen, 2011). Today, information is
the primary means of gaining power, and true dominance lies in information control.
The conflict between wealthy and poor nations is, in reality, an information war, with
dominant countries seeking to perpetuate their exploitation of resources and wealth in
less-developed countries, showing little interest in fostering information infrastructures
in those nations (Jahromi, 2017).

Mohammadi et al. (2019) compared patient-centered algorithms for health information
security in health social networks and cloud environments, selecting articles from 2009
to 2019. This study identified 29 articles addressing user revocation and 7 addressing
access control, suggesting encryption before sharing to maintain patient confidentiality.
The identified solution presents a user revocation problem, and various methods have
been proposed to address it. These solutions differ in aspects such as the shortness of
revocation time, updating the encrypted text, the freedom of the cloud environment, the
frequency of key updates, and immediate revocation. Moreover, methods have been
developed for controlling patient access to information. Concerns regarding health
information security lead patients to hesitate before sending their sensitive health
information and sharing it with healthcare providers. This research compared
algorithms and methods for health information security. The findings revealed that most
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user revocation solutions require re-encryption, and access control solutions lack the
necessary flexibility; therefore, better methods should be developed in the future.

Amini et al. (2019) identified factors influencing information security management in
libraries and information centers at Hamadan University of Medical Sciences. The study
found that the executive construct ranked highest, while human resources ranked lowest
in impact on information security management. According to the results, the executive
construct, with an average of 4.46, ranked first and exerted the most influence on the
information security management system, while the human resource construct, with an
average of 3.56, ranked seventh and had the least impact. To improve information
security, senior managers must specify the security goals related to the organization,
create comprehensive and integrated management, strive to comply with security rules
and standards, maintain sufficient resources and budget, and create motivation among
librarians and information providers. A suitable platform should be provided to
facilitate improved services and take an effective step toward increasing academic
scientific productivity.

Hadadi Harandi et al. (2019) examined information security management in smart
business, using literature review and the Business Intelligence Maturity Model. In this
research, a model was developed using the research literature and the Business
Intelligence Maturity Model. A questionnaire was designed and completed by 305
managers, knowledge workers, and experts in the government transportation sector.
Confirmatory factor analysis and path analysis were used to examine the model's
constructs, and the data collected were analyzed using AMOS software. The results
indicate that information security, with a regression coefficient of 0.38, has a direct
impact on information security. In other words, information security, with the aim of
ensuring continuity and minimizing cyber damages and threats, preserves and promotes
business and maximizes investment opportunities through the development of new
markets.

Dehghani et al. (2019) assessed the awareness, attitudes, and performance of Iranian
hospital health information management staff regarding health information security.
This descriptive-analytical study was conducted in 2018 on 367 employees of the health
information management department in Iranian hospitals. The average scores for
participants' awareness, attitude, and performance in information security management
were 0.67, 3.53, and 1.47, respectively. A direct and significant relationship was found
between the scores obtained in each of these three dimensions and age, work experience,
education level, and field of study. Considering the awareness, attitude, and
performance of employees, hospitals can improve health information security by
holding educational and in-service courses.
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Rezvani (2018) concluded that organizational systems, architectures, and auditing
contribute significantly to information security systems in digital libraries. Laying the
foundation for research on organizational systems and various architectures is a
necessary requirement, and researchers need to take basic steps in this direction.
Implementing well-defined optimal systems, building trust in organizations, and
providing research resources to organizations will be effective in accepting this
architecture.

Rezaei et al. (2018) found that management role, awareness of information security
systems, compliance with training, business information security, and risk assessment
affect the effectiveness of information security management systems.

Park et al. (2017) examined the role of information security education and individual
factors in the disclosure of patient health information. Given the increasing importance
of employees in the healthcare industry complying with information security
regulations and policies, discussing information security in medical centers has become
more important. The findings of this research also showed that information security and
personal values play an interesting role in nursing education and the healthcare
industry's efforts to protect patients' health information. Veiga and Martins (2017)
studied the improvement of information security culture through monitoring and
implementation measures conducted among 512 employees in South Africa. The study
concluded that information security culture assessment tools can successfully influence
the information security culture in organizations. Information security training and
awareness are also important factors in positively influencing the information security
culture. They demonstrated that the dominant information security culture and
subcultures improved to a more positive state over time after implementing targeted
interventions. Parsons et al. (2014), in their research conducted on 552 Australian
employees, showed that knowledge-based methods and policies had a stronger
influence than individuals' definitions of their behavior. These findings indicate that
education can, much more than expected, create the right knowledge for using
information and security systems.

Conclusion

While various information security management standards exist globally, compelling
organizations to implement them, even symbolically, are achievable. However,
operationalizing the practical guidelines within these standards requires a specific
model. Accepting information security management necessitates identifying its barriers
and challenges, and, ultimately, identifying strategies for adoption and implementation.
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To achieve these goals and answer the research questions, a qualitative research strategy
based on grounded theory was used to design and explain an information security
management model for Iranian governmental organizations with an Islamic approach
and its components. In grounded theory, the answer to the research question is the
derived model and its elements. The research findings are the categories and
components expressed in the model (Danaeefard & Emami, 2007). Because a new
theory emerges in grounded theory, not all findings can be compared with existing
literature and must be further investigated and evaluated in future research. The
information security management model has various benefits, including improved
organizational trust, strengthened national security, societal excellence, and physical
security. This is possible only if information security management is accepted. The most
important point is that the human dimension and human behavior are vital, as people
use systems and information and can, intentionally or unintentionally, compromise
information security. It should be noted that absolute and complete security cannot exist
in today's world. Both the real and virtual worlds are like a glass prison, in which there
will always be the possibility of unintended and unauthorized publication and
dissemination of information. However, adhering to certain practices can significantly
reduce the probability of such events. As stated before, the information security
management system is recognized as a comprehensive management and technical
solution for dealing with security risks; however, its implementation requires a
comprehensive model (Naghiyan Fesharki, 2014).
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